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BJ Fogg Behavior Model — Curse of Knowledge

Fogg Behavior Model
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Cognitive Overload SECURITY
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®People can only remember so much

®Security awareness programs can only communicate so
much

®First step, communicate as few behaviors as possible.



Dr. Angela Sasse — University
College of London

Every behavior has a cost.
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Here Are the 25 Worst Passwords of 2017

New additions to SplashData's list of 2017's worst passwords are letmein, monkey, 123123, hello, freedom, whatever and trustnol.
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® 1 Upper Case Letter
® ] Lower Case Letter
e 1 Symbol

® 1 Number

® Change very 90 days

® Never write it down

Image credit: via PC Mag

® Every password different
Angela Moscaritolo
Reporter
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® Passphrases

® Password Managers
® Two-step Verification
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[t has to be “Sue” proof.



Attackers use a variety of techniques to discover passwords, including using powerful tools

National Cyber
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Security Centre Pa sswo rd sec u rity freely available on the internet. The following advice makes password security easier for your

users - improving your system security as a result.

How passwords are cracked... ...and how to improve your system security
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What Can We Do?

SECURITY
AWARENESS

® Focus on fewest behaviors that have the biggest impact. You
should have a good reason for every behavior you teach.

® Simplify those behaviors as much as possible.
® \When communicating “Sue proof-it”.

® /f people are not exhibiting a behavior, do not blame them. Ask
what the problem is — motivation or ability?



